
223 

Bureau of Indian Affairs, Interior § 43.2 

(c) Provide all students and their par-
ents or guardians a current and up-
dated copy of student rights and re-
sponsibilities every school year upon 
enrollment; and 

(d) Require students, school staff, 
and to the extent possible, parents and 
guardians, to confirm in writing that 
they have received a copy and under-
stand the student rights and respon-
sibilities. 

§ 42.11 Information collection. 
Notwithstanding any other provision 

of law, no person is required to respond 
to, nor shall any person be subject to a 
penalty for failure to comply with a 
collection of information, subject to 
the requirements of the Paperwork Re-
duction Act of 1995 (44 U.S.C. 3501 et 
seq.) (PRA), unless that collection of 
information displays a currently valid 
Office of Management and Budget 
(OMB) Control Number. This part in 
§§ 42.6, 42.7, and 42.9 contains collec-
tions of information subject to the 
PRA. These collections have been ap-
proved by OMB under control number 
1076–0163. 

PART 43—MAINTENANCE AND 
CONTROL OF STUDENT RECORDS 
IN BUREAU SCHOOLS 

Sec. 
43.1 Purpose and scope. 
43.2 Definitions. 
43.3 Student rights. 
43.4 Annual notification of rights. 
43.5 Access to records. 
43.6 Limitations on access. 
43.7 Access rights. 
43.8 Destruction of records. 
43.9 Procedures for granting access. 
43.10 Right to challenge. 
43.11 Informal proceedings. 
43.12 Right to a hearing. 
43.13 Right of appeal. 
43.14 Consent. 
43.15 Content of consent. 
43.16 Copy to be provided to parents or eli-

gible students. 
43.17 Release of information for health or 

safety emergencies. 
43.18 Record of access. 
43.19 Transfer of information by third par-

ties. 
43.20 Directory information. 
43.21 Standards for collection and mainte-

nance of student records. 
43.22 Assuring integrity of records. 
43.23 Conduct of employees. 

AUTHORITY: 35 Stat. 72 (25 U.S.C. 295); Pub. 
L. 93–579, 88 Stat. 1896; Sec. 438, Pub. L. 93– 
380, as amended; Pub. L. 94–142. 

SOURCE: 43 FR 52024, Nov. 8, 1978, unless 
otherwise noted. Redesignated at 47 FR 13327, 
Mar. 30, 1982. 

§ 43.1 Purpose and scope. 
This part contains the regulations of 

the Bureau of Indian Affairs, U.S. De-
partment of the Interior, governing the 
maintenance, control, and accessibility 
of student records. This part will apply 
to all educational institutions under 
the jurisdiction of the Bureau of Indian 
Affairs, whether operated under con-
tract or otherwise. 

§ 43.2 Definitions. 
As used in this part: 
(a) Assistant Secretary means the As-

sistant Secretary—Indian Affairs, De-
partment of the Interior. 

(b) Educational institution means any 
institution operated under the jurisdic-
tion of the Bureau of Indian Affairs ei-
ther directly or by contract, including, 
but not limited to, schools or dor-
mitories from which Indian students 
attend public schools. 

(c) Eligible student means a student 
who has become 18 years of age or is at-
tending an institution of post-sec-
ondary education. When a student be-
comes an eligible student, the permis-
sion required of and the rights given to 
the parents of the student shall there-
after only be required of and given to 
the student. 

(d) Parent means a natural parent, an 
adoptive parent, the legal guardian, or 
a legal custodian of a student. (Where 
the natural parents are unavailable, a 
required written parental consent may 
be obtained from the person who has 
assumed custody of the student.) For 
purposes of the Education of All Handi-
capped Children Act, the term parent 
also includes a surrogate as referred to 
in 20 U.S.C. 1415(b)(1)(B). 

(e) Student records means those 
records, files, documents, and other 
materials which contain information 
directly related to a student and which 
are maintained by an educational insti-
tution, or by a person acting for that 
institution. The term does not include: 

(1) Records of any educational per-
sonnel which are in the sole possession 
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of the maker and which are not acces-
sible or revealed to any other person 
except a substitute. 

(2) Records made and maintained in 
the normal course of business which re-
late exclusively to persons who are em-
ployed in an educational institution 
but do not attend that institution. 

(3) Directory information as given in 
§ 43.20. 

(4) Records on a student who is 18 
years of age or older, or is attending an 
institution of post-secondary edu-
cation, which are made or maintained 
by a physician, psychiatrist, psycholo-
gist, or other recognized professional 
or paraprofessional acting in his pro-
fessional or paraprofessional capacity, 
or assisting in that capacity, and 
which are made, maintained, or used 
only in connection with the provision 
of treatment to the student, and are 
not available to anyone other than per-
sons providing such treatment, except 
that such records can be personally re-
viewed by a physician or other appro-
priate professional of the student’s 
choice. 

§ 43.3 Student rights. 
The regulations in this part do not 

prevent educational institutions from 
giving noneligible students rights simi-
lar to those given to parents and eligi-
ble students. Educational institutions 
may do so at their discretion. 

§ 43.4 Annual notification of rights. 
(a) Each educational institution to 

which this part applies and which 
maintains records on students shall in-
form parents or eligible students of the 
rights given them by this part. 

(b) In meeting the requirement in 
paragraph (a) of this section the edu-
cational institution shall give notice to 
parents and eligible students at least 
annually of the following: 

(1) The types of education records 
and information contained in them 
which are directly related to students 
and maintained by the institution. 

(2) The name and position of the offi-
cial responsible for maintaining each 
type of record, the persons who have 
access to those records, and the pur-
pose for which they have access. 

(3) The policies of the institution for 
reviewing and expunging those records. 

(4) The procedures established by the 
institution under § 43.5. 

(5) The procedures for challenging 
the content of education records in-
cluding those in § 43.10. 

(6) The cost, if any, which will be 
charged to the parent or eligible stu-
dent for reproducing copies of records 
under § 43.5. 

(7) The categories of information 
which the institution has designated as 
‘‘directory information’’ under § 43.20. 

(c) The notice given to a parent or el-
igible student under this section shall 
be in a language considered by the in-
stitution to be understandable by the 
parent or eligible student. 

§ 43.5 Access to records. 

Educational institutions shall give 
parents of students or eligible stu-
dents, who are or have been in attend-
ance at the institutions, access to stu-
dent records, except as stated in § 43.6. 

§ 43.6 Limitations on access. 

Educational institutions are not re-
quired to make available to students 
the following materials: 

(a) Financial records of the parents 
of the student or any information con-
tained in those records. 

(b) Confidential letters and state-
ments of recommendations, which were 
placed in any student’s record prior to 
January 1, 1975, and which are not used 
for purposes other than those for which 
they were specifically intended. 

(c) Those records listed in § 43.2(e) 
which are exempt from the definition 
of student records. 

§ 43.7 Access rights. 
The right of access specified in § 43.5 

shall include: 
(a) The right to obtain a list of the 

types of student records which are 
maintained by the institution. 

(b) The right to inspect and review 
the content of those records. 

(c) The right to obtain copies of those 
records, the cost, if any, not to exceed 
the actual cost to the educational in-
stitution of reproducing the copies. 

(d) The right to a response from the 
institution to reasonable requests for 
explanations and interpretations of 
those records. 
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(e) The right to an opportunity for a 
hearing to challenge the content of 
records. 

(f) If any material or document in the 
record of a student includes informa-
tion on more than one student, the 
right to inspect and review only that 
portion of such material or document 
as relates to that particular student or 
to be informed of the specific informa-
tion contained in such part of such ma-
terials. 

§ 43.8 Destruction of records. 
This part does not prevent edu-

cational institutions from destroying 
any records, if not otherwise prevented 
by law. However, access shall be grant-
ed under § 43.5 before destroying stu-
dent records where the parent or eligi-
ble student has requested access. Only 
records which are no longer relevant or 
necessary may be destroyed, subject to 
§ 43.23(c). 

§ 43.9 Procedures for granting access. 
Each educational institution shall es-

tablish appropriate procedures for 
granting a request by parents for ac-
cess to the records of their children, or 
by eligible students for access to their 
own records within a reasonable period 
of time. In no case shall access be with-
held more than forty-five (45) days 
after the request has been made. 

§ 43.10 Right to challenge. 
Each educational institution shall 

give parents of students and eligible 
students, who are or have been in at-
tendance at the institution, an oppor-
tunity to challenge the content of the 
student’s records to: 

(a) Insure that the records are not in-
accurate, misleading, or otherwise vio-
lating the privacy or other rights of 
students. 

(b) Provide an opportunity for cor-
recting or deleting any inaccurate, 
misleading, or otherwise inappropriate 
data in the record. 

(c) Insert into such records a written 
comment by the parents or eligible stu-
dents pertaining to the content of such 
records. 

§ 43.11 Informal proceedings. 
Educational institutions may at-

tempt to resolve differences with the 

parent of a student or the eligible stu-
dent regarding the content of the stu-
dent’s records through informal meet-
ings and discussions with the parent or 
eligible student. 

§ 43.12 Right to a hearing. 

Upon the request of the educational 
institution, the parent, or eligible stu-
dent, a hearing shall be conducted 
under the procedures adopted and pub-
lished by the institution. Such proce-
dures shall include at least the fol-
lowing elements: 

(a) The hearing shall be conducted 
and decided within a reasonable period 
of time following the request for the 
hearing. 

(b) The hearing shall be informal and 
a verbatim record of proceedings will 
not be required. Interpreters will be 
utilized when necessary. 

(c) The hearing shall be conducted by 
an institutional official or other party 
who does not have a direct interest in 
the outcome of the hearing. 

(d) The parents or eligible student 
shall be given a full and fair oppor-
tunity to present evidence relevant to 
the issues raised under § 43.10. 

(e) Within a reasonable period of 
time after the hearing ends, the hear-
ing official shall make his rec-
ommendation in writing to the head of 
the educational institution. Within 20 
days after receipt of the recommenda-
tion, the head of the institution shall 
issue his decision in writing to the par-
ent or eligible student. 

§ 43.13 Right of appeal. 

If any parent or eligible student is 
adversely affected by the decision of 
the head of the institution, that party 
shall have appeal rights as given in 25 
CFR part 2. However, each official deci-
sion shall be issued within 30 days from 
receipt of the appeal. 

§ 43.14 Consent. 

Educational institutions shall not 
permit access to or the release of stu-
dent records or personally identifiable 
information contained in them, other 
than directory information of students, 
without the written consent of the par-
ents or of an eligible student, to any 
party other than the following: 
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(a) Local school officials, including 
teachers within the educational insti-
tution, who have been determined by 
the institution to have legitimate edu-
cational interests in the records. 

(b) Officials of other schools or 
school systems at which a student is 
interested in enrolling. The student or 
parent must be notified of such release 
except in cases involving Bureau of In-
dian Affairs schools. All Bureau of In-
dian Affairs schools are considered to 
be components of one school system 
whether operated under contract or 
otherwise. 

(c) Persons having official involve-
ment with a student’s application for 
or grant of financial aid. 

(d) Parents of a dependent student as 
defined in section 152 of the Internal 
Revenue Code of 1954, as amended. 

(e) Accreditation agencies in order to 
carry out their accrediting functions. 

(f) U.S. Office of Education officials 
and other governmental education offi-
cials when deemed necessary by the in-
stitution to carry out their official 
functions. 

(g) An education testing center or 
similar institution as a part of its vali-
dation research which has been author-
ized by the school. 

(h) In an emergency, any person to 
whom the information is necessary in 
the discretion of the school’s adminis-
tration in order to protect the stu-
dent’s health and safety, subject to 
§ 43.17. 

(i) Indian groups, contractors, grant-
ees, professional social service organi-
zations and personnel performing pro-
fessional services, when necessary to 
carry out an official function author-
ized by the Bureau of Indian Affairs. 

(j) Pursuant to the order of a court of 
competent jurisdiction; however, the 
parent or eligible student must be noti-
fied of such order in advance of compli-
ance therewith by the educational in-
stitution. 

§ 43.15 Content of consent. 

The consent of a parent or eligible 
student requested under this part for 
the release of student records shall be 
in writing, signed and dated by the per-
son giving the consent. The consent 
shall include: 

(a) A specification of the records to 
be released. 

(b) The reasons for release. 
(c) The names of the parties to whom 

the records will be released. 

§ 43.16 Copy to be provided to parents 
or eligible students. 

Where the consent of a parent or eli-
gible student is required under this 
part for the release of student records, 
a copy of the records to be released 
shall be provided on request to: 

(a) The student’s parents or the eligi-
ble student. 

(b) The student who is not an eligible 
student, if desired by the parents. 

§ 43.17 Release of information for 
health or safety emergencies. 

(a) Educational institutions may re-
lease information from student records 
to appropriate persons in an emergency 
if the information is necessary to pro-
tect the health or safety of a student 
or other person. The factors to be used 
in determining whether records may be 
released under this section include the 
following: 

(1) The seriousness of the threat to 
the health or safety of the student or 
other persons. 

(2) The need for those records to meet 
the emergency. 

(3) Whether the persons to whom the 
records are released are in a position to 
deal with the emergency. 

(4) The extent to which time is of the 
essence in dealing with the emergency. 

§ 43.18 Record of access. 

(a) Each educational institution shall 
maintain a record kept with the stu-
dent records of each student, which 
will indicate all parties other than 
those specified in § 43.14 which have re-
quested or obtained access to those 
records and which will indicate specifi-
cally the legitimate interest that each 
party had in obtaining this informa-
tion. 

(b) A record of access shall be avail-
able only to: 

(1) Parents or eligible students. 
(2) The school official and his or her 

assistants who are responsible for the 
custody of such records. 
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(3) Persons or organizations author-
ized in and under the conditions of 
§ 43.14. 

§ 43.19 Transfer of information by 
third parties. 

(a) Educational institutions shall not 
release personal information on a stu-
dent except on the condition that the 
party to which the information is being 
transferred will not permit any other 
party to have access to the information 
without the written consent of the par-
ents or of the eligible students. 

(b) With any information released to 
a party under paragraph (a) of this sec-
tion, educational institutions shall in-
clude a written statement which in-
forms the party of the requirement in 
paragraph (a) of this section. 

§ 43.20 Directory information. 
(a) Any educational institution mak-

ing public directory information shall 
make a reasonable effort to individ-
ually notify the parent or eligible stu-
dent of the categories of information 
which it has designated as directory in-
formation. The institution shall allow 
a reasonable period of time after notice 
has been given for a parent or eligible 
student to inform the institution that 
any or all of the information des-
ignated should not be released without 
the prior consent of the parent or eligi-
ble student. 

(b) Directory information may in-
clude the following: A student’s name, 
address, telephone listing, date and 
place of birth, major field of study, par-
ticipation in officially recognized ac-
tivities and sports, weight and height 
of members of athletic teams, dates of 
attendance, degrees and awards re-
ceived, and the most recent previous 
educational agency or institution at-
tended by the student, tribe, agency, 
area, name of parent, sex, and classi-
fication (grade). No other information 
may be included. Educational institu-
tions have the right to limit the con-
tent of directory information. 

§ 43.21 Standards for collection and 
maintenance of student records. 

(a) Records shall contain only infor-
mation about an individual which is 
relevant and necessary to accomplish a 
purpose of the Bureau required to be 

accomplished by statute or Executive 
order of the President. 

(b) Student records which are used in 
making any determination about any 
student shall be maintained with such 
accuracy, relevance, timeliness, and 
completeness as is reasonably nec-
essary to assure fairness to the student 
in making the determination. 

(c) Information which may be used in 
determining a student’s rights, bene-
fits, and privileges under Federal pro-
grams shall be collected directly from 
the student or his parents, to the 
greatest extent practicable. In deciding 
whether collection of information from 
a parent or eligible student, as opposed 
to a third-party source is practicable, 
the following factors among others 
may be considered: 

(1) Whether the nature of the infor-
mation sought is such that it can only 
be obtained from a third party. 

(2) Whether the cost of collecting the 
information from the parent or student 
is unreasonable, when compared with 
the cost of collecting it from a third 
party. 

(3) Whether there is a risk that infor-
mation collected from third parties, if 
inaccurate, could result in an adverse 
determination to the student con-
cerned. 

(4) Whether the information, if sup-
plied by the parent or student, would 
have to be verified by a third party. 

(5) Whether provisions can be made 
for verification by the parent of stu-
dent of information collected from 
third parties. 

(d) Each individual parent or eligible 
student who is asked to supply infor-
mation about himself which will be 
added to a system of student records 
shall be notified of the basis for re-
questing the information, how it may 
be used, and what the consequences, if 
any, are of not supplying the informa-
tion. At a minimum, the notice to the 
parent or eligible student must state: 

(1) The authority (whether granted 
by statute or Executive Order of the 
President) which authorizes requesting 
the information and whether disclosure 
of such information is mandatory or 
voluntary. 

(2) The principle purpose or purposes 
for which the information is intended 
to be used. 
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(3) The routine uses which may be 
made of the information. 

(4) The effects, if any, of not pro-
viding all or any part of the requested 
information. 

(e) When information is collected on 
a standard form, the notice to the par-
ent or eligible student shall be on the 
form or on a tear-off sheet attached to 
the form or on a separate sheet, which-
ever, is most practical. 

(f) When information is collected by 
an interviewer, the interviewer shall 
provide the parent or eligible student 
with a written notice which the indi-
vidual may retain. If the interview is 
conducted by telephone, however, the 
interviewer may summarize the notice 
for the individual and need not provide 
a copy to the individual unless the in-
dividual requests that a copy be mailed 
to him. 

(g) A parent or eligible student may 
be asked to acknowledge, in writing, 
that he has been given the notice re-
quired by this section. 

(h) No student records may be main-
tained describing how any individual 
exercises rights guaranteed by the first 
amendment to the Constitution unless: 

(1) Expressly authorized by statute or 
by the individual about whom the stu-
dent record is maintained; or 

(2) Pertinent to and within the scope 
of an authorized law enforcement ac-
tivity. 

§ 43.22 Assuring integrity of records. 
(a) Student records shall be main-

tained with appropriate administra-
tive, technical and physical safeguards 
to insure the security and confiden-
tiality of records and to protect 
against any anticipated threats or haz-
ards to their security or integrity 
which could result in substantial harm, 
embarrassment, inconvenience, or un-
fairness to any individual on whom in-
formation is maintained. 

(b) When maintained in manual form, 
student records shall be maintained, at 
a minimum, subject to the following 
safeguards, or safeguards giving com-
parable protection: 

(1) Areas in which the student 
records are maintained or regularly 
used shall be posted with an appro-
priate warning, stating that access to 
the records is limited to authorized 

persons. The warning shall also sum-
marize the requirements of § 43.23 and 
state that employees may be subject to 
a criminal penalty for the unauthor-
ized disclosure of student records. 

(2) During working hours, the area in 
which the student records are main-
tained or regularly used shall be occu-
pied by authorized personnel, or access 
to the student records shall be re-
stricted by their storage in locked 
metal file cabinets or a locked room. 

(3) During nonworking hours, access 
to the student records shall be re-
stricted by their storage in locked 
metal file cabinets or a locked room. 

(4) Where a locked room is the meth-
od of security provided for a system, 
the educational institution responsible 
for the system shall, no later than De-
cember 31, 1978, supplement that secu-
rity by: 

(i) Providing lockable file cabinets or 
containers for the student records, or 

(ii) Changing the lock or locks for 
the room so that they may not be 
opened with a master key. For the pur-
pose of this paragraph, a master is a 
key which may be used to open rooms 
other than the room containing stu-
dent records, unless those rooms are 
used by officials or employees author-
ized to have access to the student 
records. 

(c) When maintained in computerized 
form, student records shall be main-
tained, at a minimum, subject to safe-
guards based on those recommended in 
the National Bureau of Standards’ 
booklet, ‘‘Computer Security Guide-
lines for Implementing the Privacy Act 
of 1974’’ (May 30, 1975), and any supple-
ments to it, which are adequate and ap-
propriate to assure the integrity of 
records in the system. 

(d) The education institution respon-
sible for a system of student records 
shall be responsible for assuring that 
specific procedures are developed to as-
sure that the student records in the 
system for which it is responsible are 
maintained with security meeting the 
regulations in this section. These pro-
cedures shall be in writing and shall be 
posted or otherwise periodically 
brought to the attention of employees 
working with the student records con-
tained in the system. 
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§ 43.23 Conduct of employees. 
(a) Employees whose duties require 

handling of student records shall, at all 
times, take care to protect the integ-
rity, security, and confidentiality of 
these records. 

(b) No employee of the educational 
institution may disclose student 
records unless disclosure is permitted 
under § 43.14 or made to the parent of 
the student or eligible student to 
whom the record pertains. 

(c) No employee of the educational 
institution may alter or destroy a stu-
dent record, unless: 

(1) Alteration or destruction is prop-
erly undertaken in the course of the 
employee’s regular duties, or 

(2) Alteration or destruction is re-
quired by an authorized administrative 
decision or the decision of a court of 
competent jurisdiction. 

(d) The educational institution re-
sponsible for a system of student 
records shall be responsible for assur-
ing that employees with access to the 
system are made aware of the require-
ments of this section. 

PART 44—GRANTS UNDER THE TRIB-
ALLY CONTROLLED SCHOOLS 
ACT 

Sec. 
44.101 What directives apply to a grantee 

under this part? 
44.102 Does this part affect existing tribal 

rights? 
44.103 Who is eligible for a grant? 
44.104 How can a grant be terminated? 
44.105 How does a tribal governing body 

retrocede a program to the Secretary? 
44.106 How can the Secretary revoke an eli-

gibility determination? 
44.107 Under what circumstances may the 

Secretary reassume a program? 
44.108 How must the Secretary make grant 

payments? 
44.109 What happens if the grant recipient is 

overpaid? 
44.110 What Indian Self-Determination Act 

provisions apply to grants under the 
Tribally Controlled Schools Act? 

44.111 Does the Federal Tort Claims Act 
apply to grantees? 

44.112 Information Collection 

AUTHORITY: Public Law 107–110, Title 10, 
Part D, the Native American Education Im-
provement Act, 115 Stat. 2007; Part B, Sec-
tion 1138, Regional Meetings and Negotiated 
Rulemaking, 115 Stat. 2057. 

SOURCE: 70 FR 22219, Apr. 28, 2005, unless 
otherwise noted. 

§ 44.101 What directives apply to a 
grantee under this part? 

In making a grant under this part the 
Secretary will use only: 

(a) The Tribally Controlled Schools 
Act; 

(b) The regulations in this part; and 
(c) Guidelines, manuals, and policy 

directives agreed to by the grantee. 

§ 44.102 Does this part affect existing 
tribal rights? 

This part does not: 
(a) Affect in any way the sovereign 

immunity from suit enjoyed by Indian 
tribes; 

(b) Terminate or change the trust re-
sponsibility of the United States to 
any Indian tribe or individual Indian; 

(c) Require an Indian tribe to apply 
for a grant; or 

(d) Impede awards by any other Fed-
eral agency to any Indian tribe or trib-
al organization to administer any In-
dian program under any other law. 

§ 44.103 Who is eligible for a grant? 
The Secretary can make grants to In-

dian tribes and tribal organizations 
that operate: 

(a) A school under the provisions of 
25 U.S.C. 450 et seq.; 

(b) A tribally controlled school (in-
cluding a charter school, community- 
generated school or other type of 
school) approved by tribal governing 
body; or 

(c) A Bureau-funded school approved 
by tribal governing body. 

§ 44.104 How can a grant be termi-
nated? 

A grant can be terminated only by 
one of the following methods: 

(a) Retrocession; 
(b) Revocation of eligibility by the 

Secretary; or 
(c) Reassumption by the Secretary. 

§ 44.105 How does a tribal governing 
body retrocede a program to the 
Secretary? 

(a) To retrocede a program, the tribal 
governing body must: 

(1) Notify the Bureau in writing, by 
formal action of the tribal governing 
body; and 
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